Applications of Number Theory to Secure Networks
Abstracts:

The objective of this work is to present some improvements of DC-net by using elliptic curve cryptography system and simulation results.  For any user of network, it is indispensable to keep the using network to be secure.  However, it is almost impossible to keep security of network against every attack.  Thus we are derived to construct a network in which attackers find difficulties to reach servers containing important information such as list of names.  On the other hand, the requirement of anonymity is also essential, especially in Pier to Pier (P2P) networks.  One solution is to use so-called Secure OS, which is not so common.  Thus DC-net protocol (algorithm) was proposed, which is an additive model and uses maintenance numbers as keys.  The weakness lies in the additive model and it does not contain a renewing process of maintenance numbers.  Then, we change DC-net from an additive model to a multiplicative model, and use RSA cryptography system for its internal communications and introduce a renewing scheme for maintenance numbers.  Unfortunately, the timing of renewals of maintenance numbers is not adequate, and RSA algorithm is quite time consuming.  Now we change the timing of renewals and replace RSA algorithm to Elliptic curve cryptography.  The configuration of our new secure network and simulation results are given.
